Entry in Tasks - a ticket system used by Facebook.
Same task was used for all 5 fake account networks.

Escalation - ¢ oordinated potentiallv-ir tl i ‘.":d’wm
s aley puletitdgally-inautnentic netwaork - -
y - Network acting in Indian state-level politics
= & Nar o _ Private task: Cannot be searched for; only subsecribers (23
“—employees here) have access. Access must be granted by other
subscribers.

Jpoale As describec / G r 4 the D §
o : FUNab network 18 now acdina in larcie rniirmbare t0 infl r T " P i
elections ney genera Y coordinate on a netur H ad ; J JW al; J ', {f, JmMoers 1o infivence tne el ‘f‘(.;"{;af--’"e f’fl', ///'
J 4 - 3 NI ales O - SIW0O ) OW-VO mea |Pe and devices and appear te Fusi o f=al -
, A R Jme > @l Gevicet and appeadr 10 De ODVIOUS fake accounts
Investlgal0r2 _-': »5E 20 them as belonaging to the paid enaancmaoernt [ t L F ‘ T ’ g
-7 e T HIE pdil Blgagement group cesl Heview Exchanges. These accounts which historicall
have been focused on « ooorting the | s 3 ] A 1aliyges 266 accounts wnic u,f)r;ihi
. ol U A0 | & 4

' Uur ( nNna | - ) L { r
- ’ A1}l v NaVve Now also pranched out 1o support the [Jg:'f,- .-Jlg_rr‘j AAP ’gf’z-a":f’-"’eﬁ’ aven
thouah the Puniab INC. and Piiniat AAP ar .
4 3 Jal ol J el AR a

ot € currently at odds. | In their Delhi activity, these accounts appear {o inauthentically
aortrav themeselves as suir teare findian D # e y = . 4
PO 1y - EIWVeE as supporners of Indian PM Modi on t e national-leve hile sunnoring the AAP on the local Delhi level: thes
maxke mass comments to this effect on local Delhi pro-BJP pages |
3 ) pages

with the dpparent goal of attractir g support for the AAP from BJP crossover voters. The

==L 4 = A

Identities redacted for targets, due to R s ]
no proof of responsibility/association.

This task regards three separate networks of highly coordinated users acting on certain high-profile political targets in India. We
consider this to be almost certainly manuahfake engagement.
\[Three networks initially written up in December. Kaushambi network (Vinod Sonkar) found soon

. : s a8 follows: [afterwards but description not updated. Delhi network found in January - mentioned in update at top:
ese networ S 10llOWS: :

: . A sers rdinating to target [INC
- Punjab: This is the largest network, containing 526 users coo g [INC

| Punjab] as well as .
ﬁ "and the INC-Punjab page. Activity IS generally ~100 users/day

oas BUP
This consists of a network of 65 users coordinating to consistently target_-

ith reactions/shares. AlImost all of these users have branched out to target the main BJP page,
Wi -

tivity on the BJP page occurred on only one occasion [on November 10.]

but said acti
I c . /"o o

_ — A smallish network of 51 users
involved in each case are attached, as well as
en tied to via same-day fanouts—__

targets
__|Details of evidence redacted to avoid alerting future IT cells |

als the activity to be
- rsory look revea
little other activity. A cursory terms of behavior but this S not an

counts to appear inauthentic In
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apparently intended at boosting the political t

) argets and the account
area of my expertise and I've only looked at a few examples( | it

ar inauthentic in terms of behavior but this is not an
Note that these accounts involve frequent

purposes, even |f
attached spreads

for attempted obfuscation
Hence the
Aa Public
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“~[Details of evidence redacted to avoid alerting future IT cells |
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[l did not have time to verify whether the accounts involved

were the same as before, or if the MP was still involved.
Overall methodology same as before.
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progress w Add owner w y

Blocks

w Plugin
sSuggestions

Activity & Comments ~

Sophie Zhang (DS) The remaining followup here in the task regarded an apparent inauthentic cluster of inauthentic accounts focused on boosing
MP Vinod Sonkar (BJP- Kaushambi), which were run out of a network associated with the account of MP Vinod Sonkar and family members. Given
the close ties to a sitting member of the Lok Sabha, we sought policy approval for a takedown, which we did not receive; and the situation was not

deemed to be a focus for prioritization Removing myself from the task for completeness for my own tracking

August 7, B:55 PM - Like Raeply - 1 yolate « Edit - | dited

Sophie Zhang (DS) placed I

e task uplorgrabs from Sophie Zhang (DS)

August 7, 8251 PM
Task Privacy Botl made Seve! 1| changes
June 14, 8:14 AM

Show all 2 changes

e 3""‘;’ o Il taining User |dentifiable Information (Ull). Please use the privacy toggie near ihe “dhﬂ
This task has been flagged as potentially con §

to convert it to private.

- Leave a comment




= 39 Resuits {3 Save

According to the second and third response provided by FB to the Guardian, "a portion" of
the pro-Sonkar fake accounts were disabled here by a "specialist team" with the remaining
- « |monitored.

Per the Guardian, "[FB] also did not respond to questions about which specialist team was
involved in the May review of the accounts, nor why this review and enforcement was not
recorded in the task management system. It claimed that the policy team was not
responsible for blocking any action."

Escalation - coordinated potentially- e

Add progress w Add owner

W evunvert i w Frivaiwe,

’ ' e iaSk will be I I i i

: d later as needed using the process outlined in Private Tasks (e i
_ : ] g .g. by adding them as
subscribers). If you believe that there is no Ull in the task and would like it to be whitelisted, please consult the wiki. ¢ g

If you own a lot of tasks with Ull and would like to work out a more systematic approach, please see the techniques described in User Identifiable

...... 'on in Tasks. You can also post your use case to Tasks Feedback and we will work with you.

A public task containing Ull is unsafe and we appreciate your help in taking the action to ensure that user data is protected. For details on how you
could help further please refer to the Ull in tasks wiki and this post about Safe Handling of User Data in Tasks.

Aoy OO E-AT7 DA . | TR
May 29, 5:47 PM - Like - Reply

- adﬂe(" 1_:.:3 _

March 23, 4:46 AM

_aubscrib‘s:d - |Post—e!ection summary on Workplace (Appendix 4) written around now )

arch 13 12:44 PM Different India public policy manager
March 13, 12:44 P /{investigator 2 g ger

India public policy manager| / : . amsn?
|‘. _ Hih synced with Shivnath Thukral and we are good to action lhis‘_h'&”S confimadi Gase

candidates in the Delhi elections. Thanks \

o ruany 7. 8:35 AM - Like - @ 2 :Beply—
February 7. 8:35 AM @ Response from policy 8 hrs after request by investigator. Compare

_ 4}'_ were subscribed with non-response for Vinod Sonkar (despite same methodology.)
Shivnath Thukral

______.--\‘.'Name not redacted, as they are a high-profile public figure.

535 This resulted in 3rd takedown of pro-INC Punjab network and 2nd
February 7, 835 AM takedown of pro-AAP Delhi network.

Show all 2 changes... -
_ass;gned the task from

February 6, 2:34 AM

74
Identity Review |

- ed in UFAC IDR ,
. hitps:/fourl.com/si/3588y50D - list of 199 users - enol rovide the link again ?

List ' n‘ - lhe r K 5] K < F ?t l }S - can you p |

|| 1 ] o ‘ e £n ne { ) |

(s} 259 accou 5 SBﬁbe rorer O ang I. . |
~~ r i

ol ABRE N -
o . W

- Leave a comment
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Add progress w Add owner

Cs

v -

SRR LA R R i,

6 234 AM £5; —' Sophie Zhang (DS)

: com/si/3589y5ob - list of 199 users - enrolled in UFAC IDR

List of 259 accounts - the link seems broken Sophie Zhang (DS) - can you provide the link again ?

February 6, 2:31 AM - Love - Q 1 - Reply

. Sophie Zhang (DS)

thanks for enrolling!

Fixed list of accounts seen [including on 2/5] that have not been UFACed [whether by us or others, whether cleared or not]:
https://fburl.com/gag89po
24 PM - Like - Reply - Delete - Edit

r{Tool used to create short links to details of many users for investigation. Hence the manual list. |
'I is broken really annoyingly - after trying again complained at
:I:;f"perma[ink;’3250538 174994775/

February 6

1D

Sophie Zhang (DS) y
actually it looks like bouncer short-link
htt z:-'.-‘fb.workplace.comfg'OUps;‘nroacuve.tmc

this is giant]:

- I aave a comment



Save o

| | ’T‘ Edit Mode X
Escalation - coordinated potentially-inauthentic network acting in Indian state-level politics

A

Add progress w

flagged by Sophie Zhang (DS) above S the admin of the

INames not redacted, as they are public s redacted

[figures whose page admins were
Idirectly tied to fake accounts supporting
B INC in Punjab (same methodolo

India Public Policy Manager {4; n Doara for MP Sonkar.)

ot 4 . _ v {0 UE e | _
nnher a amins ina dditior 10 L ‘)t"l ; . - " |

W I as the FCJ 25 wanted 1O e () s o you for a
5 We e the 1es , | wanie it flag th [l

/ i a01es
below verified pages

pprova

These pages have .
signals of other admins &

I ply + Ediled
12:20 AM - LIKE Reply

r'*r_ibru ary 7
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Add progress w

S

Add owner = v

USIUY VOlniou payuooa

Names not redacted, as they are public
_ ffigures whose page admins were

Idirectly tied to fake accounts supporting

INC in Punjab (same methodology as

« Sunder Sham Arora

« Balwinder :\\':Hl]h Laddi

« Arun Dogra for MP Sonkar.)
These pages have other admins in addition to user | | N AR I . o= oot ntecry
signals of other admins as well as the pages , | wanted to flag this to you for approval

i Methodology |
Sophie Zhang (DS) redacted to

_lhanks for noting! Appreciate it. |[avoid alerting

future IT cells

These users appear to be authentic users connected to the Punjab INC |as far as | can tell; they seem to have cleared UFAC okay. They
were repeatedly identified in the last few months on the _as several dozen other users - many

apparently inauthentic and now UFACed - acting on the Punjab INC. This provides a clear connection between some of the inauthentic pro-

3.5 day time delay to INC Punjab activity and the Punjab INC [akin to MP Vinod Sonkar in Kausharr}Pbi.J
[respond, because of ] w : i
iliness. This i ' » Puniab INC. | included them out of caution as most of the entities acting on

: = »r appeared to only act on the Punja i
! \ To be clear this specific cluster appeare Twilli
response took place Iso branched out to act in Delhi. It was c_lear by now that qthers weren t wﬂ!mg to act, so I s
3 days after approval \_ Punjab INC also \expending my limited political capital on directly requestin
iwas granted and A

N .0 2-08 PM - Like - @ 1 - Reply Delete - Edit and instead only noted the situation. | apologize to the Ind
itakedowns took February 10, 200 rivi * LIRS people for my failure to have these fake accounis taken d

:place. | . i (DS) d to monitor for any recidivism attempts while sick.
unfortunately, | was

sick for the end of last week but trie

-

ﬂ We did not detect any further inauthentic high-profile political activty i Deilu.
' b INC cluster, but they did not branch out again to the Delhs network.

Inyv

’Qs ar a 3 |(1 al kel! w t“a”ks
c 5 thi t own l
Iﬂ- S | can T.el! &ﬁu HH&I ; \
W ‘ ~60 E.‘CI ]Vigt a(:lf.]lb W“(. cor "“Ued actir (‘} on the I U“ia
Ve found 60 1 d -
- e |lack | ! y -Dullhﬁ E‘M”
| K f Catchl.”g aClIVlly does I ot ir dlca(e t at the aCll\ﬂl dO&Sn SXIS(
”l c ) I | h. h h i f l.ﬁ

: = :
Note that our signals are imprecis st us missing new Delhi activity

catch new Punjab activity is a point again

decided not 0
jately; thay may have
al cost for the actors aven if they could retum |mma:mg:pn than Punjad due 1o the
g.hic POE malelcil ecognized that we considered Deihi much mor
ectly r

- s, the takedown .
fiihad fo guens, a method of evading detection

alec g corfr
KSs0C 3 the election, and : ;
o ik gttt : ave simply founc
p:(s;:r:'uiig election Alternatively, they may have simp y
u

Delete + EAI

’ A - LIk Reapy

15 PM - | L

February. 10. 212 LN <
Ly
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S
Punjab INC also branched out to act in Delhi

. Ta na DA \

1+ LIKe * Q) 1 Reply - Delete « Edit
. Sophie Zhang (DS)
unfortunately, | was sick for

the end of last week but tried to monitor for any recidivism attempts while sick.

As far as | can tel ' ' . i
sy te ljde.ih.er this third takedo.wn {thanks -!]. we did not detect any further inauthentic high-profile political activity in Delbi.
reciaivist actors who continued acting on the Punjab INC cluster, but they did not branch out again to the Deini nefwork

Note that our signals are imprecise - the lack of catching activity does not indicate that the activity doesn't exist - but the fact thal ws did
catch new Punjab activity is a point against us missing new Delhi activity.

If | had to guess, the takedowns had some material cost for the actors even if they could return immediately; they may have decided not o
push their luck so close to the election, and correc

tly recognized that we considered Delhi much more high-pri than Punjab due o the
upcoming election. Alternatively. they may have simply found a method of evading detection

- m 3 P
ualy - - ~ Vi

eply Leleie i

. Sophie Zhang (DS) List of 199 suspicious coordinated user ids active on 2/4: https:/fburl.com/si/3589y50D, generally conducting some mix of pro-
AAP/anti-BJP in Delhi, and/or pro-INC in Punjab activity.

i ~aement they created on 2/4 to illustrate: https:/fourl.com/2asy560g
List of the suspiCiOUS coordinated content engagement they

v active in this cluster that we didn't see on 2/4 but have not been UFACed [whether by us or something aiSe.
List of 258 accounis previously act pE iF

< ! vOoh4ihce
leared or notj: NUPs y=

1 [ ophnie .".'!"\":'. _3 ’;:I:':. I|\:_
Sophie Zhang (DS d ;

- v 5 2 P
redrfua < -~ v
- afr AL
Fabhruary = .~

':_‘rQP_hLGJ-I_‘f_a_ngiDSi-'-:“r- er]

o e 'a-') n
February 2. 1:14 PM
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Add owner

v

Ff_‘—_‘['“l-‘.ar-')' 5. 10:0

Sophie Zhang (DS) claime

February 4, 1:14 PM

any open action items! :)

) A taly o - " !
2nd takedown of Punjab
=

1

(11]

1 =4
r o . M 1ol
-7 ANA of Delhi pro-AAF

_ |takedown
Love - {J 1 Rep

. Sophie Zhang (DS) Thanks for monitoring! I'l assign to myself and respond back tomorrow with results on how the takedown appears o
have gone. | don't expect this to be enough though - both due to the ~400 accounts not included in this run and the past track record of this
network at being able to rapidly recidivize.

:":2'.'1,-{:;;'\,-' 4 1:12 PM
. Sophie Zhang (DS)

Unfortunately, the activity is still ongoing. Examples of various content crea
like a lot of the comments are now more avidly pro-AA
[who recently criticized Kejriwal.]

Like - @ 1 - Reply - Delete - Edit

ted yesterday to illustrate - https:/fburl.com/btd4k06ud. It looks

P/anti-BJP: a recent trend appears to be mass commenting on _
Target page name redacted, as they |

are an innocent victim K

1l compile another list of user ids. JLink tool was broken (see page 6), I'.
_ & but users were enforced against in |
February 5, 5:31 PM - Like - Reply - Delete Edit | lthe 2nd Delhi network takedown. '.

|
fasni | ne into a te one 73}
Saophie Zf (DS In order to keep our tasks grganized, would you mind spinning the_o el sepera
sophie Zhang (LUo) gie
The content examples link above seems broken :/

February 10, 2:37 AM - Like - Heply Edited

4 _H-,‘-J-.r,"u.-f; the task from

k
February 3, 11:556 PM

Wi can
bt not anaah for hlankatl aclions M -
3 SoohiaZhana (DS) Thara's auite A bl o I o™ E




Inauth b
-inauthentic network acti
cting in Indian state-
rE—— Gy ate-level politics
: L
I'll compile another list of user ids.
E“ﬁ:“" ary ¢ ." . -'-"-.'-":“ alats } i
Sophie Zhang (DS) ;
{ 'g (DS) In order to keep our tasks organized, would you mind spinning the_one into a seperate one ? )
The content examples link above seems broken -/ —
r TN Investigator requests a new task for organization. | ignore her, as | had been
rebruary 10, 2:37 AM e * Reply - Edited ordered a month before this to stop conducting work in this area (but
successfully argue that | need to be responsible and finish this existing task)
February 3, 11:55 PM .

. Sophie Zhang (DS) There's quite a bit of

m but not enough for blanket actions. Most users are _ We can
presumablyreassess for more systematic solutions | T

‘{akedown attempt doesn't work.

Conclusion: Please advise if I'm incorrect, but it looks like thé-g;ers were not actioned.

The ask is o act on the expanded list | provided, potentially with fe—__eualuation if deemed necessary. ~

o 2 E BPa
any v

Investigative details redacted to avoid
itipping off future IT cells

ompletely missed something [went rhrou?}pr—?cuons ii.rst to be certain], but | am not seeing he
e R EA Y TR 5 | o Viahager

T8 e to list of users in the
agless, [

Pur‘.iab!De"'Irn network [now 803 users] since 1/1: hitps//ffburl.com/sisirvmecs

= recidvist
ednt: the One
= L

T eyt .'f-'_}' ,: :' ;,' ’,f I 7y

L4
. Sophie Zhang (D%)

4 spond
i of last week 50 Wasnl able 10 respo
- 8 f S MOB (5 18 o

Thaniks for acting! Sorry | was O
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. Sophie Zhang (DS) Update: | may h

ave completely missed some

“AC IDR actions th thina fwer i:t;;_-_pac:e-.;“ : _
UFAC IDR actions i at | l_l%l_(_ uim} to enroll these users in g [went throtig actions just to be certain], but | am riot seeing the
[FB T&S Vian r| o% USers
Since I'm reassessing regardless

update to list of users in the Punjab/Delhi ne

twork [now 803 users] since 1/1: https:/burl.comisi/strymens
It looks like one of them was alread

edit: the one

JErson was a recidivist

Sophie Zhang (DS)

Thanks for acting! Sorry | was out sick most of last week so wasn't able to respond

1Jr|.’J'* inale / it looks like there are still action items

ER TRS LAananoe

F 1ager] _ / :

1) It appears that activity is continuing unfortunately in Delhi [;_1',(,un||r|g--!'F;a’—-q\f§*€?--'W’r€h:F;'d enroll them:; | didn't see a confirmation.] Il investigate
) appears inal acll s COMt 4 . 4 s ra

here and assess what exactly 18 going on and hopefully we can discuss on

how they're returning so easily each time and how to ultimately siop
therr

: . 5 acting on MP
' 4 aceusations of biased enforcement, could we also come to an assessment on the clusier

" an and avold accuse > . =

Z) {optional) For completeness and VO 1

Vinod Sonkar?  |5th rec tf

or remc A%

2 ~f \i
41 O VINOaQ

Sonkar network |
£ v L
¥ 4
r 1 gl angd maos evo |
ane (DY racoened s lask 2
Sophie Zhang (DS) recp
p n 204 DL
renr ,;;')r v] p ¥ 4

Show all 2 changes

_ ¢ ada geveral other changes

February 3,301 A M

Show all 3 changes...

)
: this changes
: slease re-open if
s thare are no open action items. Plea
Closing ol as there 3

\J‘h-': -
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; Save <
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Add progress =

Aﬂ(i owner

,j" Edit Mode X

-

_.\I.“‘

0Seq the 1“_?::;‘:& .'--ii‘;-_“;
February 3, 3:01 AM

Show all 3 changes...

inade several other ¢ hanges

- _Cl i S
Osing out as there are no open action items. Please re-open if this changes!
February 3. 3:00 AM - like . Ranh;

January 30, 3:44 AM

e
January S 2

ager

41

7 AM - Like - R

Sophie,

Regarding item 2 below, the 400+ punjabi account network. Given the accounts are coordinated, as you've verified, and that they are all posting
sirr?ilar co:"nmen!s supporting a political figure | have enrollg___c_i___t_hem all in UFAC IDR.

= < Lo il rol ts did not actually take D|BCE - 5ee
Ja Ux:\;")r' 2; 12 07 PM - Like Re F}!Y dISCL,ISSI()rI above 1 )
| . | | Il in the next 45 minutes.
R : iti g I F P of the process changed, Will enro
I“ . : the updated U CID gus
1 note, I'm waiting on A R dance, part h

January 29, 12:15 PM - Like - @O 2 Reply

h i : | haven?
g W1 sorry to bother you but did you in fact enroll these users? It looks like you never confirmed
i - hn sorry to bother you but did you In fact enroliHe=s 7H 27 T
8 Sophie Zhang (DS) . 6 1P

seen the actions either for the users in _

IJO \ND‘“@S lf o hJ o1, an I f t nr JI m Ssed Im

February 3, 5:05 PM - Like Reply - Delete Edit

[FB T8 M-r
- IFB |
/,//—’ assigned the task from

January 29, 12:07 PM

f._"; Sophie Zhang (DS)

|
e B e T PN o

eolen v
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January 29, 12:15 PM - Lik :
Like ki p Reply

. Sophie Zhang (Ds) EREEIIE f )

Sorry to bothe - ¢ :
seen the actions either for the users irwﬂo;rti;iazw fte:ft R confirmied | heaverit
able.

next 45 minutes.

No w Gl .
© worries if you forgot, and apologies if you did in fact enroll them and | just missed it somehow.

January 29, 12:02 PM

Show all 2 changes... Tnetagram

=

. IH— Hey Sophie, sorry the tag}e'ﬁés gotten pretty big so I'm checking to make sure you're aWums you flagged for this

cluster are connected to hundreds of IG accounts. I'm not an expert on IG, however the majority hav that i"dic‘?_‘e they are either
scripted or_SUMAs‘:- —____ JSUMA = Same User Multiple Accounts | /'

v 28 11:59 AM - Like : Reply - Edited /

[
| was unfortunately unable to ,

follow up on this point of

inauthentic activity also taking
place on Instagram. | sincerely
apologize to the Indian people.

Y~ IO, ﬂ
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39 Results Save

,?‘ Edit Mode
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twork acting in Indian state-level politi

Add progrQSS v Add owner w s S nafsss — e T ==——F = __pg__!.‘..u_gs
: v |As action did not seem to be forthcoming on the pro-AAP fake

AUE SUVEr laccounts in Delhi with the Delhi elections imminent, | raised
anuary 27, 2:46 AM i Rl s lthe topic directly at an internal civic summit presentation
Show all 3 changes...

lintended for the U.S. 2020 elections around this chronological

Ipoint (Appendix 2.) This succeeded in convincing FB to act

€ Currently have an ongoing situation in India wher
January 20

Just wpndering - Would it be possible for us to filter these comments by specific key words
€ we might be able to use incitement of violence as an additional lens here.
8:03 AM - Like - Reply

Y

. i I.”.. eetios I /,
. Sophie Zhang (DS) *Llhﬂ i'p|r0V|ded a Bouncer link to the rec
certainly not a subject matter expert

: il ent comments earlier that you can filter through if you'd like. I'm
. [l dpnt speak Hindi, rely on Google Translate and Wikipedia, and have never been to India], but my
cursory overview is that the comments in question are not inciting violence and do not appear to be violating with regard to content. This is

typica_l in my experience of these inauthentic political engagement networks globally - perhaps because they do not want to draw FB's
attention via receiving reports for violating content, or perhaps because it would considerably intensify the political risks incurred by
adopting such a strategy.

[Target names redacted as they are innocent victims |
: ] : 2
anuary 20. 5:40 PM - Like - () 1 - Reply - Delete - Edit |

l Sophie Zhang (DS) It looks like the Punjab recidivist cluster is also acting!to support Kejriwal via commenting on other political pages
including satirical page criticizing the AAP sic.

Easy link for all the recent comments across all pages by the cluster: https://fburl.com/si/ejvdrwol

The support for the Delhi AAP by a probable inauthentic coordinated cluster that typically [and still] supports the Punjab INC is unusual

' the fact that the Punjab AAP is apparently currently protesting the Punjab INC over electricity rate hikes, with protesters dispersed
given the f ! )
outside CM Amarinder Singh's house.

Lil Reply - Delete - Edit - Edited
January 20, 9:52 PM - Like - Reply Delete - Ed

Sophie Zhang (DS) Thanks Sophie Zhang (DS) . Il analyse the comments more to see if there is are any

key issue specific trends and circle back.

uary 21 00 AM - Like Reply ’ s ,
- _Ja"- =t No additional insights generated using CAA specific key words

January 27, 2:40 AM - Like - Reply

thentic behavior,
iolating | t but violating in terms of inau
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m(zr;dlie;g ang (DS) It looks like the Punjab recidivist

cluster is also acting to support K

e S e
@ satirical pa iticizi

Easy link for all the recent comme iR

nts across all Pages by the cluster: http:
The support for the Delhi AAP Dy a probable inauthe
given the fact that the Punjab AAP is a
outside CM Amarinder Singh's house.

/Mburl.com/si/ejv4rwol
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\ LIKE -

o » S
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Key Issue specific trends and circle back.

) Sn AA . L iee . Bacie.  Jnvestgator2 |

B I - -iicnei niohs gonerate using CAA spectc key wors

Sophie Zhang (DS) My asses
and so not surprised by that finding.

era presents an implementation gap in terms of lack of prioritization for semi-sophisticated influence operations - not sufficiently
Overzll. this represents an impiementation gag i . : ophis ni
k i f;, iered info-ops/CIB [too complex for most other times), acting to amplify/silence existing messages or create new
omplex to be considered IN0-0pP>/ { _ .
:-J,_. 5,008 s a —»nua-e via targeted engagement without actually creating content
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Pparently currently protesting the Punjab INC over electricity rate hikes, with protesters dispersed
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«|Target names redacted, as
they are innocent victims

sment has been that this is non-violating in terms of content but violating in terms of inauthentic behavior,
This has been my experience throughout the dozens of inauthentic amplification networks |'ve found.

posts [the general focus of CVL] It is technically comect
dards. but that more reflects a gap in terms of definiion
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Thanks Sophie Zhang (DS) . I'll analyse the comments more to see if there is are any
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Overall, this represents an i i

et t:or‘:s?g:;;dni:wn:opgm?g:gufn gap in terms of lack of prioritization for semi-so
_ ~0ps oo complex for most i i ify/si isti

iakkades in aggregate via targeted il aClugther times], acting to amplify/silence existing messages or create new

as mentioned below that this is "spam at best"

than an actual statement of impact.

January 27, 2:35 PM - Like Reply - Delete - Edit - E dited

Target names redacted, as they are

innocent victims

Sophie Zhang (DS)

Discovered 3 days after apparent start time |

We've no'ﬁc_ed anew _Tacle‘[ to this .inaq'thgnlic behavior as of 1/16. As the Indian state assembly elections in Delhi approach [scheduled for Februarny
8], the Punjab recidivist inauthentic activity network appears to have branched out their activity to support the AAP government in Delhi - notably by
posting large numbers of comments in support of Arvind Kejriwal's incumbent government on posts created by BJP Delhi politicians [posts by the

The apparent goal appears to be representating themselves as voters who are both
pro-AAP/pro-Modi [e.g. "STd FT% & &I AIG! Sit & &1 # Fefard @ af feowit Boriared & grel ¥ FRiaid 8] potentially creating a narrative for nationak-leves
BJP voters to cross over and support the AAP in local elections by portraying the AAP and BJP as politically similar [anti-establishment, pro-good
governance, eic.]

This presents an additional aspect of inauthenticity in which networks which are normally pro-INC in Punjab present themselves as pro-BJP in
Delhi in order to comment on posts by BJP politicians to support

the AAP in Delhi. As we are not certain of the root motives of the actors in this
case, it is possible that the actors comprise a financially-motivate

d mercenary-style inauthentic activity network that was paid separ_ately to support
both the INC and AAP in separate areas - or that the actors coordinating the activity have reason to support both the INC and AAP in these cases.
0 e

i ivi ted with BJP politicians in other Indian states [including MP Vinod
i imi ' ' ordinated activity have been connec ‘ . i . |
Sl 5'm1_’3f iﬁv?lskgdtr\‘r?au:whaev?:; tcr?e inauthentic activity on his own network] and so this style of inauthentic manipulation appears to
Sonkar, who was directly lin via
cross Indian political party boundaries.

/i nd.
A i nts they've created - https//fburl.com/cbiesy
: figs ER GleY (0 BiPpale Y Py a_BO_'-JIFICGI s 1?13:::‘:':: inauchnticitwmanipulaﬂnn For reference, heres a

To illustrate the recent activity by i iating content-wise but represent significant civic ha hyosnuleion RE

e e e i riat | T < > """
ot thatl_thf?:; ;c?rnlmems the same users created supporting INC Punj
Bouncer lin
hﬂps:Hfbur}.com:‘su’g'.r.r’dL.r.f-,f;

Name redacted as no evidence of |
e - . lassociation/involvement |
_India public policy manager |

//-

- from account assels that ,
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phisticated influence operations - not sufficiently

! r]y creating content posts [the general focus of CVL] It is technically correct
In terms of implementation standards, but that more reflects a gap in terms of definition
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This presents an additional as '
. pect of Inauthenticity in whi [
P ch networks
Delhi in Iorder to comment on posts by BJP Politicians to support the A:Q?: S;Thfjwma”
o 7 . ! < SUL 3 21N,
c{;af:.”i: |sI possible that.the actors comprise a financially-motivated mercenary-styl
0 e INC and AAP in Separate areas - or that the actors coordin ;

y pro-INC in Punjab present themselves as pro-BJP in

As we are not certain of the root motives of the actors in this

_ e inauthentic activity network that was paid separately to support
ating the activity have reason to support both the INC and AAP in these cases.

As a reminder, similar levels of Inauthentic coordi

Sonkar, who was directly linked via having the in

nated activity have been connected with BJP politicians in other Indian states [including MP Vinod
cross Indian political party boundaries.

authentic activity on his own network] and so this style of inauthentic manipulation appears to

To illustrate the recent activity by this cluster on BJP politicians, here's a Bouncer link to comments they've created - hitps:/burl.com/dblekvnd

Note that these comments are not violating content-wise but represent significant civic harm via inauthenticity/manipulation. For reference, hera's a
Bouncer link to comments the same users created supporting INC Punjab

in the same timeframe:
https://fburl.com/si/gw96insq

T T P [Name redacted as no evidence of

il iitiiitd g lassociation/involvement |
Tagging_once again for what appears to be high-profile visible inauthentic behavior supporting the Delhi AAP from account assets ihat
typically support the Punjab INC, with the potential to affect the upcoming Delhi elections.

January 19. 7:23 PM - Like ﬁJ 2 . Reply - Delete - Edit - Edited On Jan 8, | was directly ordered by my manager's manager
C M 1= s v i Py I . i . : .

| to stop conducting my civic work (including this case) as
Sophie Zhang (DS) added tag _

they were outside my role and not valuable to Facebook.

Coordinated Inauthentic Behavior |

& o 2
As this doesn't look like PMO CIB and is spam at best, no additional asks at this lime from

regarding this task

January 10, 4:19 PM

" {Politically Motivated Operation |

January 7, 9:35 AM - Like @ 1 Reply

[Threat Intelligence |

_ [1st acknowledgement of the Vinod Sonkar network by another employee

P Vinod Sonkar?
3) Is this in reference 1o the cluster acting on Lok Sabha M

T misles: ] origir t T { I ldﬁo M I|kﬂ‘ prUpd al |ddﬂ“aln9& BIC
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Based on market contexi, ine &

mm m Ives C ause Ivi arnm IIY alse amj }“"i-ﬂ“()“ C f the ‘,’”U“ lﬂ.‘ DOSI ! he U“c"'a‘ Ml I'“" 5 nol
en‘s themse ves G cIviC harr f

miclaadinn/dacant e




568501672 (Y

39 Resulty Save <
Escalation - coordinat -
Ed ! i LJ* Edit Mode ¢
potentially-inauthentic network acting in Indian state-level politi

Add progress w Add owner w - g pomlcs

| agree that the comments themsely

. ) es cau

B vecsotie Se Civic harm by false amplification of the original post. The original post itself is not

In summary, what we have here is :

- manual fake engagement via beni '

m G an generic com i isi i I i
B E s Talsely ampiting sad s sl ments on bieglggég?;gng?, nT:at IS violating, not misleading/deceptive from a market context )
Since we do not have enforcement options under S|

| echoﬁ ‘ (ref -'s comment below), the remaining enforcement option is UFAC IDR at a user level.
_-ag comment that this space definitely needs refinement
Please let

me know if there are any action items from h —
- . - or from a Threat Intel cc

laniiams 7 D27 AN L [ —
January /7, .37 Al LIKe - Heply - cdited
\ e ieply lited

.\“"‘{Identifying FB organizational details redacted |

- Sophie Zhang (DS) Thank you. | support mass UFAC IDR of the inauthentic users in this cluster, as that appears to be the only way of
remediating this ongoing civic harm.

Jal il

ary 7, 10:27 AM - Like - ¢ 1 - Reply - Delete

__—|Investigator 2
B sorvic znans 0s) I

1) Yes, the comments are non-violating in terms of content to my knowledge, but are behaviorally violating to illustrate the civic impact.

2) A number of additional users have appeared in this Punjab cluster over the last few weeks, now totaling 417 in number [attaching a spreadsheet
to summarize.] I'm only including users active since 12/20, as -Ia_uncied_atakedown on 12/19

= —IFB Trust & Safety Manager_[l

i d Sonkar? This cluster is absolutely creating inauthentic content. Excluding
is i ting on Lok Sabha MP Vino
3) Is this in reference to the cluster ac

d as likely authentic below [i.e. MP Sonkar and associates], hgre's_a random sample of comr:ems frommmesaic h;mm
e a?;esl’se m/si/odcemfob. Although the comments do not appear to be ;ﬂola!mg in regards to content, they cause
i th: https:/fburl.com/s [ygea : i fit himself.
ll: t:lei laStr:?‘-p;;)lir:ic:ation# especially as they are directly tied to the sitting Mgy BCAS
y false a ;

5 i Ranlv - Delete Edit
January 6, 10:58 AM - Like eply - D

Z . jab, v@
hments [ -il‘%liili.'-; [Punjab, v2].... , Il details (Puni ]
Sophie Zhang (DS) added attachments
January 6, 10:53 AM

['_ g

January 6, 3:06 AM - Like - Reply

| [vesigalor2 | | [ rvesigaor2 | JEBES Vi

assigned ne Lask from | |

f s S I (M) L;I
Januarv 6. 3:06 AM
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Hi Sophie Zhang (D

Investigator 2 is still unable to personally act,
as they are focused on content violations

S)

1) The comments do not violate Implementation Standards and therefore cannot be enforced against. These comments do cause civie harm by
false amplification of a specific political opinion..

2) Additional 87 users identified here : https://fourl com/si/mpis0xjq are using - stock photos are profile pictures - recently created - no authentic
engagement other than comment activity . Recommended action UFAC IDR

3) | do not see creation of original deceptive content or an attempt to deceive users by fake claims/ fake origin stories by users involved 0"'-‘-
—<———%Threat Intelligence Investigator

R A 1ita . Bakiv
January 6, 3:05 Al ike - Reply

| i i I nts; to illusirate, heres a '
. : d activity from the Punjab cluster IS making large amou}nts c[rf !nal:l;?;?;l:hckiinme s: to
I 1 Omy/sis }

i Zhangf (5?]3) TT}E CO';T::::]%”IS made from this cluster in the last three days hitps:/fourl.c

Bouncer link O random C

but also express opposition
has opposed the act himseif.] Exampies:
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"The Bill discriminates against Muslims and violates the right lo eq y

the Constitution® comment D _
; arliament” [ID " -
i i of the Constitution cannot be rashapeclil by any P R & post thal
s baSlChSthdC‘:”?mme this....7 Kon hindu hal kon muslim” [id does arfess tizenshe
- "How will they dele _
bill controversy.]
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January 1, 1:14 PM

__[Staff said their focus is on the Citizenship Amendment Bill, so | point out the inauthentic

. activity is also manipulating CAB discourse. This approach was not very successful.

T!_we continued activity ffom the Punjab : -
ndom comments made from this clu

B sophie zhang (0s)
Bouncer link of 50 ra

c.luster is making large amounts of inauthentic comments: to illustrate, hera's a
ster in the last three days https://fburl.com/si/9r74hkel
Notably, many of the recent comments from th

) | : ese inauthentic users not only express su i
. pport to but al
to the citizenship amendment act. a current ongoing controversy in India [l understand Ihapt himeolt] Exampleat

has opposed the act himself.] Examples:
. e N _ Identifying details redacted [~

- ITh_e Bill qlsummdes against Muslims and violates the right to equality enshrined i ot |
- “This basic structure of the Constitution cannot be reshaped by any Parliament" [ID

- "How will they determine this....? Kon hindu hai kon muslim" lid

commented on a post that does not address the citizenship

. i e \ ey
SUcH MHIded THUY idd dos IHH 3g°

tp
d

85" & ararteas fifs 2 firme wirew wwe izt 3 (10 | R

rimm

n

ediate recidivism of methodology/approach/behavior and the civic harm being presumably inflicted by this coordinated group

voicing opinions on high-profile political subjects under the post of a high-profile political figure [among their other inauthentic

=1y
two different suggestions for how we can proceed:

Take down the additional users we have identified, and repeatedly act to take down any further users that come up. This optimizes for short-term
3 e UUYY U aluuiuy Sl YWWE i y

<
= 4 - ¢ ' n high-profile civic subjects/targets rather than
remediation of harm, seeking more 10 dissuade the adversaries behind this attack from acting on high-p j g

e e~ i le-Na " if"-_f!
removing the entire Network

o identify the entire network before conducting a takedown. This is probably unlikely to ra_-ceive ciB
Sl d.-;|- .:re.r gzr would allow ideally for the destruction of the entire network. In the meantime however, the cvic
siderably slower, DUL ¥ Y

b o S s
- Conduct a thorou

. Tk -~
prioritization a2

harm wouilC

_ for when you're back in January. Also ‘399'“91 '

(INC-Punjab):

= - ster acung J[f)’r-
Update regarding the clusier actiiiy |

E [e.g
_ and other cluster MIMDes |
nued upon cQun ‘rathes than
that apparent inauthentic coordinated SOYRY ha?:k?:fl'l}c: has ?:(!::hzed new apparently-inau JW&I ::I'L::U'ﬂ al
nfortunately. it appears Inal A e= : el akedown. This conil - /Ayl com/siimpisOngg,
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[ in the last month and a =
registered within - : :

\aif & year ago
) [registered naif a yea
i ider accounts [r
users involved were o



5850168

19 Ih.-l,'”.. save o
Escalation - cc Inate | . I
: i \ | | . | » Edit Mod
ordinated potentially-inauthentic network acting in Indi g
= o lan state-level politics
Conduct a thorough inves

stigation to ident

! ity the entire netw

' etwo 3C > ‘
prioritization and would be considerably slower. but w rk before conducting a takedown
harm would continue to parsist |

This is |
ould allow ideally for the des probably uniikely to receive CIB

truction of the entire network. In the meantime however, the civic
l 3

acember

S0\

Sophie Zhang (DS
. P g (DS) - for when you're back in January. Also IEIQL’]lrlq-qe;'|
Update regarding the cluster acting “lmn_{ll\l(“ FUnEst
2 - an):

Unfortunately, it appears that-apparent inauthentic coordinated activity has continued upo_and other cluster members [e.g

without any pause from our takedown. This continuance has utilized new apparently-inauthentic accounts [rather than
©.g. having checkpointed accounts clear UFAC.] The users can be seen at Bouncer link https://fburl.com/si/mpis0xjq, and appear to have all
registered within the last month and a half;

This contrasts to the original attack, in which most of the
users involved were older accounts [registered half a year ago]

A number of these users appear to have been active prior to our takedown buil simply avoided identification. Others appear to be newly activated
accounts, it [

There does not appear to be overlap between the F
currently and previously; we are inferring implicit continuity of-activity through thge use of the same strategy and same modus operandi.
‘ : = T NInvestigative details redacted |
DC.":‘;“-H_"_""-' : 2019 Like :“_:..:.. Y Delete Edit Edite

turn after the holidays to look into it. | have limited availability within the
Sophie ve may have to wait for to retur . . | avail

S EORNY ll ?n:ia::{li; rec;po'nd'rng to the high/fisk situations in India surrounding citizen amendment act so this will have o wait
team for next 10 days and unioriunale §

December 21, 2019 - Like - © 1 - Repl) i

__—lInvestigator 2 Loty -

- ==
. p g (D ) A -.I O! I.Jnlil Janual')f. aSSIgl I C] to ' ermn 3”3997'-!0 find [IIE ”g'l t f OC jCII IQaSSESSiHe!!! 0' this cluster, g‘a'
50 l“e ZI 1an 5 s s \ —

ﬂ e l“gh pl()[lie o1 I'” S'J”Ka \

i ' iption after assessment by my
¢ mentioned in the task descrip : o
. stakiy em-ﬁf‘ll e | Ic agement network has been 3

Synopsis: We took down the three mau(tjhsmrl;:yieﬁ a%,d gl manu?:l :mu;h?r:rl::jar::g:?aﬂ o voror s
. ¢ e MP Sonka g .
then, however, a new n_elwork di od Sonkar, and is tied by network 519na'ls Fo_l ephpedobet gl e _——
e oy e t generally conduct this inauthentic activity obabie

] elves do not ge
Sonkar and his staff thems:

PMO given the associations 1o a sitting MP

3rd request for removal of the -
Vinod Sonkar network

. t - Edited
December 20, 2019 - Like - @ 1 - Reply Delete - EdI

:— Sophie Zhang (DS) made several changes



Add owner w

uthentic enqga : _
836585 by myse?t fﬂe{:ﬂ%works_mgnhoned In the task description after assessment by myseif Since
conducts activity benefiting MP Vinod as a similar manual inauthentic engagement network has been act

Sonkar, and is ti : ive. Thi
Sonkar and his staff themselves do n il by network signals to e

MP Sonkar and his staff '
' el e T nals to MP | i staff [e.g. page admin _; Mr.
BB e asaocintione 1o & Gl ME. y duct this inauthentic activity with their personal accounts. We consider this to be a probable

D(_"['j('_?f!l[:'l':! 20 2019 Like ‘s,-: { - Replk

Sophie Zhang (DS) n
December 20, 2019

Show all 2 changes...

. Sophie Zhang (DS)
| took an additional quick dive on the activity _cluster in the last week and a half.

_____|Some investigative details redacted —— ‘
Most of the users on the vere focused single-note upon MP Sonkar. A number of users active RS vere however an exception
and unlikely to be manual inauthentic engagers [or at least not ones focused on MP Sonkar.] These were:

MP Sonkar]
family member?]

page admin for MP Sonkar] L e
- |Network signal fanout from the fake accounts found that the connected benign accounts (not in initial findings)

i appeared to be close associates of the MP. Redacting account details for their ir]vaci.
Sonkar,

20, 201¢ ke - Reply - Delete Edit '
December 20, 2019 - LIKE P

. JAs a
Kk 2 f not j
P T h i angagement netwa ad to MP Sonkar s staff [if no the M!"‘ numsel
r i ( m ] likely to be a manual inauthentic eng ger t twork ti ‘
- his IS hlghiy we y
e 50na| assess ent:

¢ - |e- m
| avenues availab | .
result, we probably have two potentia ot m g8

C ved In i y L"[ ¢ id taking down ﬂll"‘l(" Wic élL.(.(]l]||1
) co“n'ls INvo! d d dUa" 1o avo nii : | |

tham down an macsea

A
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December 20

Sophie Zhang (DS)
Personal assessment: This is

highly likely to be a manual inauthentic engagement network tied to MP Sonkar's staff [if not the MP himseif.] As a
result, we probably have two potential avenues available:

1) Vet the accounts involved individually to avoid taking down authentic accounts connected to MP Sonkar and then, pending policy approval, take
them down en masse. 12nd request for removal of the

\Vinod Sonkar network (while
or leaving the MP alone.)

2) Conduct further investigation with the goal of conducting a CIB takedown. Although this network is tied to MP Sonkar, | do not believe that it is
likely to receive CIB prioritization given the small

size and the fact that the network does not appear to create original content [just empty reshares
and reactions] - would appreciate feedback from B o e issue-

1~

My personal preference would be for the first route.

Threat Intelligence Investigator |

India Public Policy Manager|

e of a sitting Lok Sabha MP tied indirectly to inauthentic activity benefiting said Lok Sabha MP
Tagging I - s this appears 10 be a cas

. .
to be the case of a high-profile civic entity potentially tied to fake engagement via other accounts [which you
i 2 | rs to
Tagging [N 2= "'s 2PPe2
expressed interest in yesterday.]

0, = C Rer Delete - Edit - Edited
December 20, 2019 ke - Reply - Del¢
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Show all 3 changes...
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expressed interest in yesterday.] a high-profile civic entity potential

o,

ly tied to fake engagement via other accounts [which you

December 20. 2019

Jecember 20, 2019

Show all 3 changes...

._ Sophie Zhang (DS)
FE dlananer .
__T‘Héihk-‘-ybu very much for flagging that; I'm sorry that | missed it myself!

8l Ops Manager as well as Investigator 2

User ID _ is Vinod Sonkar, a Lok Sabha MP [BJP - Kaushambi.] On one occasion, he was a member of the coordinated cluster of
54 accounts targeting the page of MP Vinod Sonkar [BJP -Kaushambi] with positive reactions and reshares. Most of the users in this cluster have
no activity other than that targeting MP Sonkar. We believe this highly likely to be a manual fake engagement clus:ter based on my assessment and
s earlier assessment. Many of the accounts involved look inauthentic with dramatic name changes [potentially a sign of

A
|

| compromise/hacking.]
investigator 2| e
The activity in this cluster is coordinated
MP Sonkar to conduct activity on his own page.

Reply Deiete - 4l © =4

December 20, 2019 - Like . [Publicly called "Crosscheck”, Xcheck is a -
to Sophie Zhang (DS) " IEB system which shields important T '

_' ned the task from _ ‘ .
it lpeople from certain types of enforcement | 5 =

December 20, 2019 ~ o
actors. One of the users,

-_ sopllle‘ IUSl wal i fo cor |||| m "‘ld’l we're co f”i(}”d’ “IU d U["lq on "]U. 50
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;obhie, just want to confirm that we're comfortable acting on those actors. One of the users, _ has the XCHECKs:
_ $0B - Government Partner Text Tag, Text Tag High Priority - Indian i
[Book of Business | User ID of MP Vinod Sonkar (BJP -

B O Kaushambi)'s personal FB account redacted

Izr}wis comment quoted in the Guardian article |

Sophie Zha-ﬁg DS) ass gned the task from 5\__':""&.—.':"'5‘;."=_:} DS) to
— -—iFB Trust & Safety Manager | f1st request for removal of the
- Sophie Zhang (DS) — b el ot b

hanks a lot! | really appreciate it.

; into UFAC, but we forgot to highlight the
- izl networks [Punjab, NG
rolled users from thf threefflrt:acnm </hdv53881] brought up in the comments that [JfJassessed as a similar manual

as well? Thanks a lot!

It looks like you've en i
i A0 Al i i st a

additional network on Kaushambi [li

inauthentic activity cluster. Could we enroll those users

According to the first explanation provided by FB to the Guardian, action
_ _ was not blocked and the pro-Sonkar network was taken down around
‘_Hf here. FB retracted their story after having the original version of this
oy yelete - Edit document shown to them proving that they were incorrect.
December 19, 2019 - Like Lol i T Per the Guardian: "The company did not respond to questions about
why the accounts had not been checkpointed in December, when the

- ':.r.’ | Jeshgtito‘ if t reco ﬂded he e-'lf £
d all o the users l”l() e t nfo

Based on the vouching, I've enrolle
P E L_"!-? t:) n

SI Ops Manager

e

LMK if you need anything else
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December 20, 2019 - Like QO 1 - Reply - Edited
Y caneaq

Sophie Zhang (DS) assiane

ed the task from Sonhie 7k (DS ¢ T&S) M
December 19 2019 Ophie Zhang (DS) to fety (T&S) Manager
30e Je o, U 1%

. Sophie Zhang (DS)
Thanks a lot! | really appreciate it.

It looks like you've enrolled users from the three initial networks [Punjab,

v into UFAC, but we forgot to highlight the
additional network on Kaushambi [list at https.//fburl com/si/hdv53881] brought u - )

p in the comments that [Jifilj assessed as a similar manual

inauthentic activity cluster. Could we enroll those users as well? Thanks a lot! =
Investigator 2
December 19, 2019 - Like - @) 1 - Reply : Delete - Edit

[First takedown of network supporting Punjab INC (17 days after task creation.)

_---:--q-' I/../'L(Also takedown of different pro-INC and pro-BJP network.)

Based on the vouching, I've enrolled all of the users into UFAC IDR.

[Let me know I
e | I i
LMK if you need anything else- [PrHRs IVanogel

December 19, 2018 - Love - {J 1 Reply

the task from _to Sophie Zhang (DS)

FB Trustd SEIERN hesigne 1%
5 o 1" ~FB Trust & Safety Manager |
December 19, 2018
X is process net St
B ] 1o 105 e, [l ot e srs o UFAG 08 s v 1
+1 - | would also vouch for @ % i o
December 19, 2019 - Like - @ 2 - Reply ‘{identity Review Checkpoint] Unified Fake Account Checkpoint |

Identity Review !

- | {nade several changes

December 19, 2019 L '

Show all 2 changes...
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. Sophie Zhang (DS) My preference is strongly for

% T, : : mas; checkpoints upon the users in question, given the high-profile civic harm carried out by
ese users on their targets. Manuaﬂy driven inauthentic behavior is still inauthentic behavior, and is not an obstacle to takedowns,
We've taken down similar manual high-profile inauthentic coordinated civic

_ activity in Taiwan, South Korea, etc. so I'm not sure what the
concern/hesitation about doing so here is.

sbheser 417 N4 0 | I -~ . Roarnh I sWlato - F M
Decembe U139 * LIKe * nepl elele cait

Sophie Zhang (DS) assigned the task from Sophie Zhang (DS) to

December 17, 20189

Investigator 2 |

//
_' i s tbur.comysir7sikvosr) - from N
k at th tigation thus far, and the s2@ led user 1D's that [ lforovided (https://fourl.com/si/7slkvodr) - from
So | took a look at the investi : ; _
a manual review, these are low quality accounts with

ically purposed” accounts - they have- no real authentic behavior and
i it i thentically
it' i : ally driven albeit "inau
wever it's clear that they're manu e Ik L
?c? little other than inbox / like and share civic content when on p " e
Investigator 2 | ' " inthe r b
S et 2 ia li ider 'business’ which we've seen and acted upon eg
= mmed up is likely part of a wider This one being targeted at google business revIews.
This asiiiillland Sophie correctly 51:Jr0ugh screenshots, are not just on platform. Thi i '
T . - - nd as 1 | ale m‘e wl
business of social currency - a . o e
tform - it'll be di We
i ' propagates off pla
iven acc . and a lot of the 'abusé p
lly driven accounts, an
As these are manually
couple of actions

"l ac(wl”l re cie f‘ly ! hen how | a ma arn 8 nav I FA 4 'A n oty / lWU\m
j I haw eve bﬁan U C d cocou l |nlw‘ I)‘ i eam w‘"
is are Jdea i authe tic - wever h ] y
. z o

chime in here to say why.
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However it's clear that they' : :
! 2y re manually driven albeit "in-
do little other than inbox / like a S odl

_ thentically purposed"
nd share civic content Whelion Dlatft)i)rn_p ed" accounts - they have- no real authentic behavior and

Y summed up is likely part of a
y - and as through screenshots.

This as and Sophie correctl

: business of social currenc
Investigator 2

wider 'business' which we've seen and acted upon in the region, this is the

are not just on platform. This one being targeted at google business reviews.
As these are manually driven accounts. and a lot of
couple of actions

the 'abuse' propagates off platform - it'll be difficult for us to action at scale. We're left with a

UFAC = Unified Fake Account Checkpoint: an action taken against suspected |
[fake accounts (

i e.g. requesting ID to avoid disabling the account)
1) the majority of these accounts are clearly inauthentic - however the m v
need to chime in here to say why

ajority have never been UFAC'd - Account integrity / their ops team will

That coupled with a limited set of on platform violations (CO strikes / FE flags etc) make it difficult to mitigate.
For the

hence the
.bul no such luck -

- it's potentially a comﬁromise / but more likely the users are self compromising in the space -

(as current oncall) &l from a legacy SVAI perspective, feel free to chime in if you have any follow ups.

Sophie / - happy to chat more as it's clear the space needs refinement :)

S
=

Investigator 2

December 17, 2019 - Like - Reply

—__JSite integrity/Account integrity|

Show all 2 changes...
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. _IApologles for the late follow up on this. Looking &
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B Sophie Zhang (DS)'_E'I

of Yy ‘ yr}ij as F'.S be v i i i
}r il e en two Weﬂk.), I' |appy to dFSCUSS via Ca”fbfc if YDU'd pf&feri af.

eply - Delete - Edit

Investigator 2 verifies Kaushambi cluster is inauthentic. Cannot personally

«— |act as responsibility is dealing with content violations (not applicable here) |
Investigations Sum ' ing i
m € mary : L https://fburl. com/sifirakr& ' ! IS i
ual Take engagement like the cluster e ry : Looking into https://fburl.com/si/jrakréac and associated behavior : This is also a case

arlier wi ikes ¢ ;
B e \inder Lrewlomontatir. i R\:::ts n;)ﬁ.,C(zj strikes at an act‘or level. Content being reshared is benign so no enforcement options
: g"! ended next steps : S| Ops to consider enforcement options for fake engagement.

December 11, 2019 - Like - Reply Community Operations Not redacted due to evidence of

|E1|:;-:;:.~a-a-a:-j- of Kaushambi network | personal responsibility (see above.)

. Sophie Zh_ang (DS) We'ge began also witnessing inauthentic coordinated activity of this nature on Lok Sabha MF_’_\_f_fh_éH Sonkar [BJP -
Kaushambl] - see nhttps://iburl.com/si/jrakr6ac for a succinct list of the users in question; their actions on Mr. Sonkar consist purely of positive
reactions and reshares of his post [generally without accompanying text]; these actions are ﬂ

c SRLEUEEE i ' igati -for reference

india public pélicy manager |

i ' hots of info on the best exchange review group that found, so others don't have to request
Sophie Zhang (DS) Attaching some screens -

access as well ey i
.y et Investigator 2
o NDalate =alt

December 3, 2019 - Like - Reply - DelelE

;;. Sophie Zhang (DS) added attacnh

December 3, 2019
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. Sophie Zhang (DS)
For context purposes, T375¢

37566541 was from a year prior when several of the targets affected by this ongoing inauthentic activity were receiving
scripted fake engagement. Although the fake engagement team has significantly blocked/impeded the vector of scripted inauthentic activity, that

appears to have simply motivated a shift towards manually driven inauthentic activity by certain high-profile adversaries in this case.
Fake engagement

As a result, the F% team is in the process of developing signals for manual fake engagement, this task [and several others such as T5_5281_876,‘
were motivated by its results. Although we do not consider our signals mature enough yet to run detectiom‘gcﬁon_ing upon [a {'U.ad"f'ap item in Q1)
we have developed a reasonably systematic methodology for finding this sort of high-profile violating behavior with high precision in certain cases
such as this. Please advise if you have questions, _r_—rri

3, 201¢ Edit
December 3, 2018

ke - Reply - Delete

'?'.LL)uld Si_Ops be able to action here as this is a clear case of fake

rrefiieigencs Twesigeio RURR lInvestgator2] 1]

engagement?

=

i
3, 201¢ e [Site Integrity Operations)|
December 3, 2019 - Like - Heply

December 3, 2019
Show all 2 changes...

o __ inyesigata
_'er signed the task from _
. ssigried
r 4 -
&

December 3, 2019
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_‘7"-?"1i""'<.’= the task from T

Looking at a sample of users from the above E-I-lljster -

based on review of accounts- | estim

ate with high confidence that these are part of
fake engagement group ' Best Review Exchanges' - https://fburl.com/mat2/ /Jeowdhait. o .
This page and engagement was investigated earlier here : T37566541°

Investigation from late 2018 after investigators became
——iinterested in scripted fake activity flagged by myself that

\was supporting the same P

User accounts on review based on sample of cluster shared have[ il plausible names in the market and
(https:/ffburl.com/si/x6nc68tk)

un|ab INC ftiure

|Redacting investigative details to avoid
Given size of the cluster, | recommend passing onto 1) Sl Ops for eva[ua(mg possible enforcement options as this is a clear case of fake
engagement

making it easier for future IT cells

\Site Integrity Operations |

Please reach out if you have any additional thoughts/ require clarification on anything above.

December 3, 2019 - Like - ) 2 - Reply - Edite
:= Sophie Zhang (DS) made several chal
December 2, 2018
Show all 4 changes...

fna ade several changes
December 2, 2019
Show all 4 changes...

could you take a look at these entities and see if this is actionabie under
_Thanks, Sophie Zhang (DS). —

cs?

December 2, 2019 - Like Reply

pg
r ¥ C ) n § IC as a alo) HP
sop'“e ZII -Slated "‘a! he 1] d&slg” ""5 |(¥] the ’lf“p“ oL In (4() a( tlﬁb|g l'lg llli ) him @
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Looking at a Sample ot users trom the above cluster - bas
fake engagement group ' Best Review Exchanges' - | ¥

This page and engagement was investigated e

€d on review ol accounts- | estimate wi

1 1} th high conn
/ffburl com/mat2/eowdhagit. g dence that these are part of a mania
arlier here : 73 7566541

Wips

User accounts on review based on sam
(https://fburl.com/

xXbnce8tk }

Jle of ¢ i
ple of cluster shared have-plauable names in the market and_

Given size of the cluster, | recommend : :

: iuster, - assing o 31 Ops for e .

engagement P g/onteil) 5,;'\\093 for evaluating possible enforcement options as this is a clear case of fake
Site Integrity |

Please reach out

if you have any additional thoughts/ require clarification on anything above.
Like u 2
Sophie Zhang (DS) m:

December

Show all 4 changes...

. e _could you take a look at these entities and see if this is actionable under

CS? .
¢ . = rPoint of Contact
D;"&:L—&:ﬁ ity Threat Intelligence Investigator '

\Community Standards l{ llige sstigator | |

v a stopgap.
= . shic to the proper PoC in CQ, s0 Esﬂgﬂ'”g this to him as opgap
. Sophie Zhang (DS) -'*;'.a'ec that he'll assigh His ==

— - Community Operations |
datasets used can be seen at si_csb_alerts:si

. stions/comments. The specific
Please advise if you have any questions/comm

December 2 2019 - Like Repty ‘
:— Sophie Zhang (DS) created this 1as% '
" December 2, 2019 Task created immediately after discussion with Threat Intelligence Investigator (Appendix 1).
SI:IW all 8 changes... Subject was first raised to investigators ~ 1 month before task creation. 10 ®, n



